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Abstract. IP Multimedia Subsystem (IMS) is a standardized Next Generation Net-
working (NGN) architecture. It takes Session Initiation Protocol (SIP) as the core
signaling protocol of IMS and NGN. With IMS networks widespread deployment,
SIP flooding attacks are becoming into a major threat to IMS network. However,
the existing SIP flooding attack detection schemes are inefficient for detecting low-
rate SIP flooding attacks and are lacking in poor recovery for detecting high-rate
SIP flooding attacks. In this paper, we propose a novel SIP flooding attack detection
scheme with the internal and external detection features in IMS networks, called
SFADS (SIP flooding attack detection scheme). In SFADS, based on the analysis of
SIP flooding attacks, we first extract the abrupt change of SIP session request as the
external detection feature, and the abnormal abrupt change of difference between
the sequence of legitimate SIP session establishment and the SIP session request
messages as the internal detection feature. Then we use the improved cumulative
sum control chart algorithm to analyze the two detection features. Finally, we take
the analysis data as inputs and adopt Fuzzy Logic to detect SIP flooding attacks. To
investigate the detection performance of the proposed SFADS, we conduct simula-
tions with the prototype implement in an IMS network testbed. Simulation results
show the performance of the proposed SFADS is better than that of other schemes.

Keywords. IMS network, SIP, Flooding attacks, Detection feature, Cumulative
sum control chart, Fuzzy Logic

Introduction

IP Multimedia Subsystem (IMS)[1] is a standardized Next Generation Networking
(NGN) architecture for telecom operators that want to provide mobile and fixed multi-
media services. IMS uses a Voice-over-IP (VoIP) implementation based on a 3GPP stan-
dardized implementation of Session Initiation Protocol (SIP)[2], and runs over the stan-
dard Internet Protocol (IP). SIP is defined by Internet Engineering Task Force (IETF).
It is a kind of control protocol used for creating, modifying and terminating multimedia
session.

At present, SIP is widely accepted by 3GPP (3rd Generation partnership Project), I-
TU (International Telecommunication Union) and ETSI (European Telecommunications
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Standards Institute) as the core signaling protocol of IMS and NGN. This makes SIP
to face many different kinds of security threats such as flooding attacks, SQL-injection
attacks and SIP message flow attacks [3,4]. Because SIP flooding attack is easy to launch
and capable of quickly draining the resources of both networks and nodes, it is among
the most severe of all [5]. Hence, this paper focuses on SIP flooding attacks. Although
the international standardization organization, including 3GPP and ITU-T, has developed
several security technologies and protection mechanisms, such as encryption, authenti-
cation and secure transmission, for IMS network to withstand the registration hijacking,
server masquerading, message tampering, session terminating, there is not an effective
defense for SIP flooding attacks (even if there is an effective IMS authentication) [4,6,7].

The SIP flooding attack has a huge harmfulness [8]. Attackers send a large num-
ber of invalid SIP session establishment requests to the P-CSCF (proxy-session control
function) server through the IMS terminals (such as smart phones, PDAs, etc.), which
will exhaust signaling resources and lead the P-CSCF server to a denial of service (DoS),
thus, preventing the legitimate users from receiving normal services [4-8] is critical to
ensure an effective IMS network. The most severe SIP flooding attacks will cause the
entire telecommunication signaling network paralyzed, and seriously impact on national
security. B. Zhao, et.al [9] describes a new SIP DoS attack which aims at Presence Server
and CSCF (Session Control Function) on IMS networks. They pointed that the attacker
only needs 14 malicious clients to block the IMS network of a metropolitan area, such
as Washington D.C. and New York City. With the IMS network widely development, at-
tackers can launch attacks to any IMS networks by using a few access terminals. Hence,
SIP flooding attacks will become a serious security threat for managers and telecom op-
erators [10,11]. Although there are some good solutions [3,9,12-14], the biggest chal-
lenge is still how to detect the malicious attacks within shorter detection time and lower
false alarm ratio. Moreover, the recovery time that is the time between the SIP flooding
attacks over and the detection scheme reset, is also a challenge.

In this paper, we propose a novel scheme for detecting SIP flooding attacks in IMS
networks by integrating the external and internal detection features with the improved
cumulative sum control chart (CUSUM) algorithm and Fuzzy Logic for a more effective
and efficient solution. The two detection features are the cornerstones of our design. The
external detection feature that is capable of monitoring the abrupt change of SIP session
request, is at a coarser-grained level. The internal detection feature which can be aware
of the abnormal abrupt change of the difference between the sequence of legitimate SIP
session establishment and the SIP session request messages, is at a fine-grained level. By
the combination of two detection features, we can capture any slight abnormal changes
quickly, while either the internal detection feature or the external detection feature can
not find the anomalous traffic. In summary, Compared to previous work, we have made
four main contributions:

1. To shorten detection time with low false alarm ratio, based on the analysis of
SIP flooding attacks, we extract the abrupt change of SIP session request as the
external detection feature, and the abnormal abrupt change of difference between
the sequence of legitimate SIP session establishment and the SIP session request
messages as the internal detection feature. To the best of our knowledge, no pre-
vious work has used two detection features for any anomaly traffic detection.

2. To improve the sensitivity of detection schemes, we propose an improved
CUSUM algorithm by using the time-window concept. Since it only accumu-



lates the traffic in the time-window, it observably shortens the recovery time of
SFADS.

3. We adopt Fuzzy Logic to make the detection decision. By using designed fuzzy
rules, SFADS can make the detection decision quickly when the cumulative value
is increasing (it is still less the detection threshold) according to the information
from the external detection feature.

4. We conduct an IMS network testbed to investigate the performance of SFADS by
implementing the prototype system

The remainder of the paper is organized as follows: Section 1 analyzes SIP flooding
attacks and explains how to extract detection features. Section 2 offers the SFADS de-
tection scheme, including the improved CUSUM algorithm and the application of Fuzzy
Logic. In Section 3, we evaluate the effectiveness of our proposed scheme. Section 4
discusses the related work. Section 5 concludes the paper.

1. SIP Flooding Attack Detection Feature

In this section, we fist describe the legitimate SIP session establishment process and then
analyze the abnormal SIP session request in Section 1.2. Finally, based on Section 1.1
and Section 1.2, we extract the external detection feature and internal detection feature
of the SIP flooding attack in Section 1.3 (our first main contribution).

In the SIP flooding attack detection, the extraction of detection feature that is an im-
portant work, directly impact on alarm rate and false positive rate of the detection system
(algorithm). The SIP flooding attack mainly includes INVITE message flooding attack
and REGISTER message flooding attack. Because the two message flooding attacks are
similar to [3,4], we take the INVITE message flooding attack as an example to study the
detection method of SIP flooding attacks in this paper. At first, we introduce the normal
SIP session establishment process by the following section.

1.1. Legitimate SIP session establishment

Figure 1 shows the process of a legitimate SIP session establishment (more detailed pro-
cess is in [2]). During the legitimate establishment process of SIP session, it will generate
(INVITE, 200 OK, ACK) and (INVITE, 4xx/5xx/6xx, ACK) message sequence. The left
side of Figure 1 shows the successful SIP session establishment process which generates
(INVITE, 200 OK, ACK) sequence. The 200 OK” shows that the session is established
successfully or the request was processed successfully. The right side of Figure 1 shows
the failing SIP session establishment process which generates (INVITE, 4xx/5xx/6xx,
ACK) sequence. The “4xx/5xx/6xx” indicates the failing establishment of SIP session.
In this paper, we extract the message sequence of the legitimate establishment process
with (INVITE, RES, ACK) where RES stands for ”4xx/5xx/6xx”. The header fields of all
INVITE, ACK, RES messages have the same “From tag” (identifying a initiator of ses-
sion), ”To tag” (identifying a recipient of session) and “’Call-ID” (identifying a dialog),
three of which can identify an established session.

Zhttp://sguangwang.com/
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Figure 2. SIP INVITE flooding attacks

1.2. SIP flooding attacks

As shown in Figure 2, attackers usually use forged source addresses to send a large num-
ber of INVITE message to a specific SIP server, but not to reply the corresponding ACK
response message in IMS networks. A large number of INVITE messages to the SIP
server make the attacked SIP server busy to deal with these invalid INVITE messages and
then run out of SIP server resources so that it cannot deal with the legitimate STP mes-
sages. Although the legitimate SIP session establishment process also exist the abnormal
situation of call-setup because of the network transmission or SIP terminal problem, the
probability of the abnormal situation is very low since the communication network is
relatively stable. Hence, this abnormal situation can be ignored.

The SIP flooding attack seems to be simple, but it is really hard to defense. On the
one hand, this kind attack uses normal packages so that the IMS network does not pro-
hibit them. On the other hand, attackers usually use forged source addresses, so the de-
fense system cannot trace the attack source. Moreover, different from traditional Inter-
net flooding attacks, the mobility and across-network of these attacks also increase the
difficulty of the defense.

Based on the analysis of the legitimate SIP session process (Section 1.1) and SIP
session attack process (Section 1.2), the following section will show how to extract the
SIP flooding attack detection feature.



1.3. Extracting SIP flooding attack detection features

In this section, the extraction of the SIP flooding attack detection feature that contains
the external detection feature extraction and the internal detection feature extraction, is
our first main contribution.

1.3.1. Extracting the external detection feature

We assume i () denotes the amount of INVITE messages within the n-th sampling
period. When an IMS network exists SIP flooding attacks within a detection time inter-
val, Tipire(n) will change abruptly. As shown in Figure 2, when SIP flooding attacks hap-
pen, the SIP session requests (i.e., INVITE messages) will increase sharply. Hence, we
take the phenomenon as the external detection feature of SIP flooding attack, and take
{X:} Xy = Tinire(n),n = 1,2, ...) as the external detection feature sequence which can be
counted with the hash function [15,16] in this study.

Although the external detection feature can be used to determine whether SIP flood-
ing attacks happen, it cannot find attacks accurately. For instance, on holidays, a large
number of calls may make SIP traffic increase sharply. Because this abrupt change comes
from the normal of SIP session requests, if we only use it as the SIP flooding attack de-
tection feature, there will be false alarms. Hence, in order to detect the SIP flooding at-
tack accurately, in this study, we also extract a concept, i.e., the internal detection feature
of SIP flooding attack.

1.3.2. Extracting the internal detection feature

To make the description on the internal detection feature of the SIP flooding attack
easy, based on the analysis of Section 1.1 and Section 1.2, we extract the message se-
quence of the legitimate SIP session establishment process as a triple (@, ¢, y) where
¢ := {INVITE} is a set of INVITE request messages, ¢ := {RES} is a set of 2xx
/4xx/5xx/6xx response messages, Y := {ACK } is a set of ACK messages, ¢.attribute =
¢.attribute = y.attribute and attribute := {From tag,To tag,Call — ID}.

We assume Sinire(n) denotes the amount of all legitimate message sequence
(¢,¢, ) within the n-th sampling period, and let X,(n = 1,2,...) be the number of
Tinvire(n) minus that of the corresponding Sinyire (1) collected within one sampling period,
ie.,

Xy, = invite(n) _Sinvite(n)(n =1,2, ) ey

In the normal IMS network environment, there is an obvious positive correlation
between Tiyire (1) and Sipyire (1), 1.€., X, is close to zero. However, when INVITE flooding
attacks happen, attackers send a large number of invalid INVITE messages which flood
the legitimate message sequence, i.€., Tinire(11) > Sinvire(n). Then X,, increases sharply
and is far more than zero within the n-th sampling period, i.e., X;, > 0 is seen as the
internal detection feature of SIP flooding attack. It is similar to the external detection
feature sequence, and we take {X,} (X, = Tiire(n) — Simire(n)  (n=1,2,...)) as the
internal detection feature sequence, which can be counted with the hash function [15,16]
in this study.

In this paper, based on the internal detection feature and external detection feature
of the SIP flooding attack, we propose a novel SIP flooding attack detection scheme, i.e.,
SFADS, in the following section.
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2. The Proposed Detection Scheme (SFADS)

In order to make SFADS easy to understand, we first introduce the application of the non-
parametric CUSUM algorithm in SIP flooding attack detection in Section 2.1. Based on
the application, we propose an improved non-parametric CUSUM algorithm in Section
2.2 and give its application in Section 2.3 (our second main contribution) to shorten the
recovery time. Finally, we adopt fuzzy logic to determine whether anomalies happen in
Section 2.4 (our third main contribution).

As shown in Figure 3, our proposed scheme first joints the internal detection feature
and external detection feature of the SIP flooding attack from IMS environment, and
then adopts the improved CUSUM algorithm as the basic detection algorithm to detect
the external detection feature sequence {X,} and the internal detection feature sequence
{X,} . Finally, we employ the fuzzy logic to analyze the detection results and determine
whether attack happens.

To facilitate the presentation, If not otherwise specified, we substitute the CUSUM
algorithm for the non-parametric CUSUM algorithm in this paper. In addition, there are
some effective defense systems [5,25,26], the prevention is outside the scope of this
study.

2.1. CUSUM algorithm

The CUSUM algorithm is based on the Sequential Change Point Detection [17] which is
to determine whether the observed time series is statistically homogeneous, and if not, to
find the point in time when the change happens. The CUSUM algorithm has been studied
extensively by statisticians and it has been widely used for anomaly detection [18-20].
See [17] and [21] for a good survey. Because the IMS network is a dynamic and complex
entity because of including Internet traffic and telecommunication traffic, we cannot find
a random sequence parameter model to simulate it. The CUSUM algorithm can monitor
random variables continuously to achieve the purpose of real-time detection, and it does
not build a complex network traffic model. Hence, it is suitable to analyze the SIP traffic
as the primary detection algorithm.

In this paper, the application of the CUSUM algorithm is similar to [18-20]. Accord-
ing to Eq.1, the internal detection feature sequence {X,} is a sequence which can react
the change of difference values between Ty (1) and Sipire (7). Generally, the mean of
X, is dependent on the size of SIP network. To make the CUSUM algorithm more gen-



eral for different kinds of SIP network, we adopt the normalization on internal detection
feature sequence {X,} with the average number F(n) of S;uie(n) during one sampling
period. An example of recursive estimation and update of F () is as the follows:

F(n)=AF (n—)+ (1 — 2)Simire(n), F (0) = Simie(1) (@)

where F'(n) can be estimated in real time and updated periodically,  is the discrete time
index, A(A € [0, 1]) represents the memory in the estimation.

By Eq.2, X, is no longer dependent on the network size or time-of -day. Hence,
we can consider the internal detection sequence {X,} is a stable independent random
process. The mean of X;, denoted as ¢ is much less than 1 and close to 0, i.e., 0 ~ E ()?,,) =
¢ << 1. We chose a parameter f3 as the upper bound of ¢, i.e., B > ¢, and convert {X,}
into a negative mean during normal operation by the following:

Z,=X,—B. 3

For normal operation, the mean of {Z,} is negative, i.e., « = ¢ — 8 < 0. However, when
an attack takes place, {Z,,n = 1,2,3...} will suddenly become large positive, i.e., Z, =
h+a > 0. Suppose, during an attack, the increase in the mean of Z, can be lower-bounded
by h. Our change detection is based on the observation of 4 > ¢ where 4 is the mean leap
of increasing mean values during attack, namely average attack strength.

Let Y, represent the accumulating of {Z,} by the following:

Yo=Y 1 +Zn)" Yy =0, )
with
X, X>0
_ + 9
Y = (X) {o, X<0" ©)

Because ¥, can clearly reflect the change of {Z,}, a large ¥, is a strong indication of an
attack. By setting a flooding threshold N, we use Y, to make detection decisions. The
following is the decision function of SIP flooding attack:

1,Y, >N

where dy (Y,) represents the detection decision at time 7. If ¥, is greater than N, the value
of dy(Y,) is 1 and it represents an attack occurs, otherwise, the value of dy(Y,) is 0 and
it represents that a normal operation. The larger ¥, is, the stronger the attack is.

2.2. Improved CUSUM algorithm

When an attack is going to end, the CUSUM algorithm has accumulated a high value
of Y,. After the attack, the drop of Y, is very slow, which takes a long time to restore to
normal state. As shown in Figure 4 (it is from experimental results in Section 3), the long
recovery time reduces the sensitivity of the CUSUM algorithm in SIP flooding attack
and increases false alarms. Therefore, the recovery time (RT) is a key indicator and has a
great influence on the performance of the CUSUM algorithm. In this section, we propose
an improved CUSUM algorithm by using the time-window concept as our second main
contribution.
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The improvement of the CUSUM algorithm is to shorten the recovery time and
improve the algorithm sensitivity. The key of the improved CUSUM algorithm is to
convert Egs.5 and 6 into Eqs.8 and 9 with the time-window concept.

Let k(k =1,2...) be the size of time-window, and it also denotes the amount of
the sampling period T in the time-window. In the improved CUSUM algorithm, we only
accumulate {Z,} in the time-window by the following:

(Yno1+2Zy) " n<k
Yn_{((Yn1+Zn)+—Z;L_k)+,n>k’YO_O' @

We choose a parameter N’ that is the upper bound of N (N is the detection threshold
of the CUSUM algorithm in Eq.7), i.e., N’ > N. Then we use N’ in dealing with ¥, to
reduce the cumulative effect by the following:

Y,, Y, <N
Yn:{]\;l//7ynn>N// . (8)

If Y, is greater than N’, the value of ¥, is N" (N < N”" <N'), i.e., ¥, = N". N’ and N’
can be set according to the network environment. In improved algorithm, the detection
decision is still Eq.7.

To evaluate the improved algorithm, Figure 4 shows the recovery time comparison
results with the traditional CUSUM algorithm (the experimental environment is setup in
Section 3) where the parameter N is 1. In Figure 3, the horizontal axis is the sampling pe-
riod (5 seconds) and the vertical axis is the cumulative value, i.e., ¥,,. From Figure 3, the
improved CUSUM algorithm greatly eliminates the cumulative effects of the attack and
the RT is much shorter than the traditional CUSUM algorithm. The RT reduces 47.4%
,on average, which improves the sensitivity of the algorithm in SIP flooding attack detec-
tion effectively. Moreover, we only accumulate {Z,} within a certain time-window, our
proposed improved algorithm does not add extra load for SIP flooding attack detection.



2.3. The application of the improved CUSUM algorithm

According to the analysis in Section 1.3, if the CUSUM algorithm only detects the in-
ternal feature, the detection result has its limits in detection performance. Therefore, we
use the improved CUSUM algorithm to analyze the internal detection feature and the
external detection feature of the SIP flooding attack, which is also our second main con-
tribution.

In this study, to improve the detection performance, we convert the single detection
output of the CUSUM algorithm into two mixed detection outputs by the following five
Steps:

Step 1 (Extraction): by using the hash function [15,16] on the sequence of both IN-
VITE message and SIP session periodically, we can extract the internal detection feature
sequence {X,} and the external detection feature sequence {X,}.

Step 2 (Normalization): by using Eq.2, we can normalize the internal detection fea-
ture sequence {X, } into {X, }. Moreover, we also normalize the external detection feature

sequence {X,} into {)? «} by the following:

Xn=Tie(n)/F(n) (n=1,2,..) ©)
with
F (l’l) =AF (l’l - 1) + (1 - 2f) Tinvite (n) 7F (0) = Tinvite (1) (10)

where the Eqgs.10 and 11 is very similar to the Eqs.2 and 3 that give more illustration of
these parameters.

Step 3 (Negativity): by using Eq.4, we convert {)H( «} into the negative sequence {Z, }

for sensing the attack. Moreover, we also convert {§ «} into the negative sequence {Z,}
by the following:

Z,=X,-B (11)

where the parameter 3 is similar to 8 that is the upper bound of the maximum of {)H( nt

Step 4 (Accumulation): by using Eqs.7 and 8, we can obtain the accumulations of
{Z,} and {Z,}, i.e., Y, and Y,,, respectively.

Step 5 (Detection): By the means of 4 Steps above, the improved CUSUM algorithm
outputs two variable: Y, and ¥,,. Because they keep more network state information, more
accurate detection results can be obtained. Hence, we adopt Fuzzy Logic to detect SIP
flooding attack where Y, and ¥, are the two inputs of Fuzzy Logic and the network attacks
probability (AP) as the detection decision is the output.

2.4. Fuzzy logic for SIP flooding attacks detection

In order to meet the requirement of high detection performance of SIP flooding attack
for IMS network, we use fuzzy logic to infer the detection variables ¥, and ¥, from the
improved CUSUM algorithm to shorten the detection time as our third main contribution
as shown in Figure 5,

Due to the natural contradiction between detection time and false alarm, it is im-
possible to shorten the detection time while keeping false alarm constant in the practical
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Figure 5. Procedure of Fuzzy Logic for SIP flooding attack detection

network environment. Hence, in terms of the practical application in IMS networks, the
most important thing for our study is to shorten the detection time as much as possible
while keeping the false alarm ratio low.

Different crisp systems, Fuzzy Logic uses possibility theory to handle uncertainty in
their reasoning process [22]. It analyzes analog input values in terms of logical variables
that take on continuous values between 0 and 1, in contrast to classical or digital logic
which operates on discrete values of either 1 or 0 (true or false respectively). See [22]
and [23] for a good survey. In this paper, Fuzzy logic for SIP flooding attack detection
main contains four Steps as follows:

Step 1 (Memberships): Mathematically, a set is defined as a finite, infinite, or count-
able infinite collection of elements. In each case, each element is either a member of the
set or not. However, in fuzzy systems, the element can be partially in or out of the set.
Thus, the answer to the question: ”Is x a member of a set A” is not a matter of true or
false anymore. Here, each fuzzy set (A) comprises several (countable or uncountable)
pairs as (x, A(x)) where A(x) is called the membership function to show each member’s
degree of truth or compatibility with the set. In this study, we adopt the triangular mem-
bership function as shown in Figure 6. This is formed by the combination of straight
lines. The triangular graph is named as triangular membership function. We consider the
above case, i.e., fuzzy set (A) to represent ’the number close to b”. So mathematically
its membership function has the following form:

£4 ifa<x<b,
HA(X) =4 &3, ifb<x<c, (12)
0, otherwise.

Step 2 (Fuzzification): we set the detection variables Y, and ¥, from the improved
CUSUM algorithm as input, with the network attacks probability (AP) the detection
decision dy(Y;) as output. By using the defined membership functions, we translate the
input values into a set of linguistic values and assign a membership degree for each
linguistic value using triangular membership functions. As shown in Figure 7, the crisp
values of the two variables ¥, and ¥,, are mapped to Y; and ¥» with linguistic terms using:
L (little), ML (little middle), M (middle), MB (middle big), and B (big).

Step 3 (Inference): the inference engine makes decisions based on fuzzy rules. Each
rule is an [F-THEN clause in nature, and it determines the linguistic value of AP accord-
ing to the linguistic values of Y7 and ¥,. To obtain the accurate detection results, as shown
in Figure 8, we design 25 fuzzy rules to infer the inputs. For example, the first rule is ”If
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Figure 8. Fuzzy rules for SIP flooding attack detection

(Y1isL)and (Y2is L) then (AR is L)”; the 11th rule is ”If (Y1 is M) and (Y2 is L) then
(AR is LM)”.

Step 4 (Defuzzification): Basically, defuzzification is a mapping from a space of
fuzzy values defined over an output universe of discourse into a space of crisp values. A



attacker

SFADS

Figure 9. IMS network simulation environment

defuzzification strategy is aimed at producing a crisp value that best represents the pos-
sibility distribution of an inferred fuzzy value. There are many different methods of de-
fuzzification as introduced in [24], such as First of Maximum, Last of Maximum, Center
of Gravity, Weighted Fuzzy Mean and so on. Because the Weighted Fuzzy Mean is com-
putationally faster and easier and gives fairly accurate result, we adopt it to defuzzify AP
which is obtained by the weighted average of the each output of the set of rules stored in
the knowledge base of the system) by the following:

(ui - wi)

Tt

13)

where AP is the defuzzified output, n represents the number of fuzzy output sets, u; is the
membership of the output of each rule, and w; is the weight associated with each rule. If
the detection result AP is 1, it indicates that an attack occurs and alarm and then defense
system [5,25,26] is activated. Otherwise, the network is normal.

3. Performance Evaluation

In this section, we construct an IMS network testbed to evaluate the performance of the
proposed SIP flooding detection method as our forth contribution. We investigate the
advantage of our scheme over the CUSUM algorithm that is used as the SIP flooding
attack detection scheme in previous research [6,20]. The simulation is similar to [5], we
also focuses on the INVITE flooding case first since other SIP attributes can be addressed
in a similar way.

In Section 3.1, it introduces our established IMS network testbed based on Open-
IMSCoreﬂ Then to evaluate our scheme effectively, we give develop the prototype im-

3www.openimscore.org



plement in Section 3.2. Simulation results on normal traffic and attack traffic are given
in Section 3.3 and Section 3.4, respectively. Finally, we discuss the advantage of our
detection scheme.

3.1. Simulation Setup

As shown in Figure 9, in order to evaluate the performance of the proposed SFADS, we
employ OpenIMScore and SIPIﬂ to construct an IMS network testbed and SIP flooding
attack scenarios, respectively.

The Open IMS Core is an open source implementation of IMS Call Session Control
Functions (CSCFs including P-CSCF,S-CSCEI-CSCF) and a lightweight Home Sub-
scriber Server (HSS) which together form the core elements of all IMS/NGN architec-
tures as specified today within 3GPP, 3GPP2, ETSI TISPAN and the PacketCable intia-
tive. By using the OpenIMScore, we conduct an IMS network testbed on the PCs (Ubun-
tu 8.04, 521MB RAM and 3.0GHz).

SIPp is a free Open Source test tool/traffic generator for the SIP protocol. It includes
a few basic SipStone user agent scenarios (UA and UAS) and establishes and releases
multiple calls with the INVITE and BYE methods. SIPp can be used to test many real
SIP equipments such as SIP proxies, SIP media servers, SIP PBX, and so on. By using
SIPp, we simulate an INVITE flooding attack scenario. Moreover, we take OpenIC-LiteE]
(v1.0 for Windows) and SIPp as IMS terminal to simulate normal INVITE message
requirements. SIPp is developed on the PCs (Ubuntu 8.04, 521MB RAM and 3.0GHz)
and OpenIC-Lite is developed on the PCs (Windows XP sp2, 521MB RAM and 3.0GHz).

3.2. Prototype Implementation

To evaluate the performance of the proposed SFADS effectively, we develop the pro-
totype system by using Snortﬂ (snort-2.8.3.2.tar.gz) and Libosi;ﬂ] (libosip2-2.0.6). As
shown in Figure 10, the prototype system consists of Collection Layer, Data Layer, De-
tection Layer and Responding Layer. The Collection Layer has a SIP packet Collection
Module which is used to collect all SIP packets. The Data Layer contains a HASH Mod-
ule which is responsible for preprocessing the SIP packets from Collection Layer and
counting the total number of INVITE request and normal SIP session message sequence
within each sampling period, respectively. The Detection Layer has a SFADS Module
which is used to perform detection decision with our proposed SFADS scheme. The Re-
sponding Layer contains an Alarm Module, which is responsible for sending alarm signal
when an attack occurs according to detection decision information.

In the simulation, we set the initial values of the parameters in the scheme according
to previous research [6,18,20] and simulation environment, and empirically get their final
values as: T=5 (second), A = 0.5,k = 30,8 = 0.54, = I,N = I,N' =4,N" =2 to
achieve desirable detection accuracy.

“http://sipp.sourceforge.net
Shttp://openic-lite.software.informer.com
Ohttp://www.snort.org
7http://www.gnu.org/software/osip
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Figure 10. Procedure of the prototype implementation
3.3. Simulation results on normal traffic

In order to be close to the real IMS network status as much as possible, the SIP back-
ground traffic is simulated with the traffic model of Reference [27]. Reference [27] has
observed China telecom IP network international links for eight months and came to a
conclusion that the arrival of VOIP call in a sampling period (1 second) obeys the Weibull
distribution as following:

:B Xyv-1 *(%)u 14

f(x) 0 (17 )" e (14)

where with the increasing sampling period, the call arrival distribution gradually tends

to the normal distribution. As shown in Figure 7, we use several PCs with SIPp and

OpenlC-Lite to simulate the normal users to send session request to the P-CSCF (SIP
proxy server), whose purpose is to produce background traffic by using Eq.14.

Figure 11 shows the SIP background traffic and SIP flooding attack detection result.
Figure 11 (a) gives the background traffic, including INVITE, 200 OK, ACK message
which are from the normal session establishment. Figure 11(b) shows the detection result
in normal background traffic. For different background traffic (between 20 and 600 calls
per second), we do 20 times simulations. All the results show the proposed SFADS does
not generate false alarm ratio while the SIP traffic is normal in IMS networks.

3.4. Simulation results on attack traffic

In SIP flooding detection, we also use several PCs with SIPp to simulate attacker to
launch SIP flooding attacks. For ease of exposition, we take Figures 12 and 13 as ex-
amples to investigate the advantage of the proposed SFADS where the attack occurred
in 60-th and 150-th sampling period and each attack lasted 30T. Moreover, as shown in
Table 1, we also give the more simulation results in different attack scenarios.

In Figure 12, each horizontal axis is the sampling period (5 seconds), and from top
to bottom, the vertical axises are the number of packets including legitimate INVITE
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Figure 11. Simulation results on normal traffic

messages and attack messages, the detection decision dy (W,,) of the CUSUM algorithm,
and the final detection result of SFADS (AP), respectively. From the results, when the
attack is over, the attacks probability (AP) of the proposed SFADS can fall from 1 to
0.2 quickly. However, the CUSUM detection schemes take 30T to recover 0.2. Hence,
by using the improved CUSUM algorithm, the recovery time of the proposed SFADS
is shorter, which makes SFADS higher sensitivity for SIP traffic than other detection
schemes [6,20].

In Figure 13, each horizontal axis is the sampling period (5 seconds) and from top to
bottom, the vertical axises are the number of packets including legitimate INVITE mes-
sages and attack messages, the internal detection feature cumulative value Y 1, the exter-
nal detection feature cumulative value Y2, and the final detection result (AP), respective-
ly. When attacks occur, different from other schemes, the proposed SFADS sharply in-
creased from 0.2 to 1, which means that SFADS has a better detection performance. The
main reason why our proposed SFADS can perform the SIP flooding attack detection
efficiently and effectively is that SFADS can make the detection decision quickly when
the cumulative value Y1 is increasing (it is still less the detection threshold) according to
the information from the external detection feature.

As shown in Table 1, we give more simulation results where the simulations are
run for 50 times and all results are reported, on average. From the results, our proposed
SFADS (S) show its better advantage than the CUSUM schemes (Cs) on the alarm ration
(AR), false alarm ration (FAR), detection time (DT) and recovery time (RT). Hence, the
SFADS is inefficient for detecting low-rate flooding attacks (2.5 times as high as the
background traffic) and has a short recovery for detecting high-rate flooding attacks (0.5
times as high as the background traffic)

3.5. Discussion

From the simulation results, it can be seen that SFADS has excellent detection perfor-
mance in SIP flooding attack detection. Compared to the CUSUM detection schemes,
SFADS has advantages in alarm ration and false alarm ratio, especially in detection time
and recovery time as follows:



% 1000 : . : . :
5 —+— INVITE
o -,
£ ; . ; . i ”
2 a0 &0 70 80 90 100 110 120
1 = o o @ T < &
z
=
0z . . . . . . .
a0 a5 a0 95 100 105 110 15 120
1 F T T T T T T
02 1 1 & & & & &
a0 a5 a0 95 100 105 110 15 120
Figure 12. Simulation results on recovery time
% 500 T T T T T
= . T INWITE
5 s=se—RES t
= 930 140 150 160 170 180 190 200
= 1 T T T 7 7 T "
—
= -~ e 5
e
0.z 1 —r 1 1 1 1 1
; 150 152 154 156 158 160 162 164
o /
Dz 1 1 1 1 1 1 1
150 152 154 156 158 160 162 164
1 W* ————————+—+
T
Dz 1 1 1 1 1 1 1
150 152 154 156 158 160 1682 164
Figure 13. Simulation results detection time
Table 1. Comparison Results
AR FAR DT RT
ARe
S Cs S Cs S Cs S Cs
25 93.8% - 2.8% - 8.1 - 1.0 -
28 100% | 88.9% | 02% | 0.9% | 48 | 7.3 | 1.0 1.0
30 100% | 94.6% 0% 05% | 45 | 6.7 | 1.0 1.2
35 100% 100% 0% 02% | 1.9 | 50 | 1.0 44
40 100% 100% 0% 0% 1.0 | 36 | 1.0 10.8
100 100% 100% 0% 0% 1.0 | 1.0 | 1.1 >50
900 100% 100% 0% 0% 1.0 | 1.0 | 1.1 | >100




1. The CUSUM detection schemes cannot detect low-rate attacks where attackers
send 25 INVITEs per second, on average. However, SFADS can detect these
attacks with 8.1T detection time, on average. It also can be seen that SFADS
has great detection performance for low-rate attacks, which is very beneficial
for administrator to take corresponding measures to defense attacks as soon as
possible at the beginning of massive attacks and make the loss to a minimum.

2. When the attacks rate is less than 100 INVITEs per second, The detection time
(only 2.1T, on average) of SFADS is shorter than that of the CUSUM detection
schemes.

3. The recovery time of SFADS is much shorter than the CUSUM detection
schemes. In general, SFADS only need about 1T to recover the initiate status of
the detection system. But the recovery time of the CUSUM detection schemes is
very long, which leads to low sensitivity for attack detection and practical appli-
cation.

4. Related Work

In the early stages, to detect and prevent SIP flooding attacks, several researchers have
already made some research work [3,12-14]. E. Y.Chen [12] proposed a method to mon-
itor the session ID of all SIP messages through modifying the finite state machine which
is defined in RFC3261, and then judged whether the system has been attacked base on
the statistics of the number of exception messages. However, it fails to detect the forged
SIP messages which accord with its designed rules since it cannot give a valid identi-
fication. H.Sengar et al.[13] presented an online statistical detection mechanism which
used Hellinger distance to compute the probability measure of SIP messages in normal
flow and anomalous traffic caused by flooding attacks. S.Ehlert et al.[14] adopted the SIP
state machine to detect SIP attacks. This scheme can block SIP flooding traffic and keep
the network alive even under attack conditions by communication with a firewall com-
ponent. However, the scheme cannot effectively recognize and detect the fake SIP mes-
sages, which lead to a low alarm rate. Y.Rebahi et al. [3] counted the number of INVITE
messages collected within 10 seconds interval, and then used non-parametric CUSUM
algorithm to detect SIP flooding attacks in IMS networks. Because the algorithm is sole-
ly based on the number of INVITE message to determine whether the attack occurs, it
cannot distinguish between the transiently increasing normal traffic and the attack traffic.
Afterwards, with the increase of the SIP flooding attack threat to 3G network. More
researchers engaged in the research and have already made some significant research
work [5,9,11,17,28-30]. To stop DoS attack before the CSCF is congested. B.Zhao et al.
[9] formulated online early detection as a change-point detection problem, which aims
to detect when the system is under attack. This was achieved by monitoring the system
resource usage. It can further identify the sources of this DoS attack by monitoring any
abnormal behavior of a user, and finally block them. J.Tang et al. [5] proposed a versatile
scheme for detecting and preventing the SIP flooding attacks in VoIP networks, by inte-
grating the sketch technique with the HD-based detection, which significantly enhances
the detection performance. Moreover, J.Tang et al. [28,29] also proposed other effective
detection schemes for detecting SIP flooding attacks and have obtained good research
results. The schemes presented in [11][17][30] work effectively to detect SIP flooding.



Difference from the existing schemes, our proposed detection scheme is efficient for
detecting low-rate flooding and has a short recovery for detecting high-rate flooding by
using the extracted two detection features.

5. Summary and future work

The IMS provides mobility and session management as well as message routing, security,
and billing [31]. In order to detect SIP flooding attacks in IMS networks, in this paper,
we first analyze SIP session establishment process and extract the two-feature detection
features for SIP flooding attack detection. Based on the detection features, we proposed
a novel SIP flooding attack detection scheme for IMS network. Its core is that we use
the improved CUSMU algorithm to analyze the two-feature detection features that cover
more detection information, and then take the analysis results as inputs and adopt Fuzzy
Logic with 25 designed fuzzy rules to reason and output the detection result. With respect
to the performance evaluation, we conduct an IMS network testbed and implement the
prototype detection system. Simulation results shown the proposed scheme is effective
and efficient.

In future work, we will focus on the self-adaptation of the proposed scheme for
different SIP flooding attack environments. Moreover, Although there are several new
solution for SIP flooding attacks such as packet-based analysis defense technique [32],
Hellinger distance defense technique [33], and cross-analysis defense technique [34], it
is still difficult to prevent SIP flooding attacks since illegitimate packets are indistin-
guishable from legitimate packets, making detection difficult. Hence, SIP flooding attack
will continue to grow in scale and severity thanks to increasingly powerful (and readily
available) attack tools, the multiple points of IMS vulnerability, and business’ increasing
dependence on SIP protocol. As the cost of these attacks rise, providers and enterprises
must respond to protect their services and application.
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